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Key Topics 

Malware Infections

Mobile Device Loss / Theft

Data Leakage

Inappropriate Browsing Activity

Web Server Attacks



Apply @ Work

• Include notifying law enforcement or regulators, and 
releasing public breach notifications in table-top 
scenarios with management

• Verify NDA and/or Confidentiality Agreements are in 
place and systems are properly bannered

• Make a list of data sources that should be reviewed in 
advance of an incident (ex. proxy or DNS logs)

• Create playbooks, checklists, procedures, forms, and 
keyword lists for the 5 categories of investigation

• Test imaging of large drives across your WAN and 
identify appropriate storage for large evidence files

This panel recommends that the following actions to be 
applied when you return to work:


